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OUR LEARNING EXCLUSIVE

FINISH CCNP ENTERPRISE IN ONE VISIT ENCOR + ENSLD

Every ENCOR camp is followed immediately by a two-day ENSLD
exam review and preparation block over the weekend, so you leave
with the whole certification rather than half of it.

Days 1–
5

ENCOR — Implementing Cisco Enterprise Network Core
Technologies. Monday to Friday, exam in the classroom.

Days 6–
7

ENSLD — Designing Cisco Enterprise Networks. Saturday and
Sunday, exam review and preparation.

You
earn

Specialist — Enterprise Core, Specialist — Enterprise Design, and
CCNP Enterprise. Three certifications from one visit.

Package $6,250 for both classes.

The weekend block is exam review and preparation, not the full five-day Designing
Cisco Enterprise Networks course. That course remains available on its own for
anyone who wants the complete design curriculum.

TRAINING CAMP FORMAT

thinQtank® Learning delivers this course as an instructor-led
training camp, with the exam sat in the classroom as part of the
camp. Camps are scheduled by cohort rather than to a fixed calendar,
and the balance of lecture and practical lab work is set to suit the
group and the delivery method. Modules marked Self-study come with
the courseware and form part of your exam preparation. Contact us for
the schedule covering your dates.

PREREQUISITES

DELIVERY METHODS

COURSE OVERVIEW

thinQtank® Learning offers a training camp for Implementing Cisco
Enterprise Network Core Technologies, the core course and exam
for CCNP Enterprise. As with all our Cisco training experiences, the
exam is delivered in the classroom.

The goal is to develop the core networking skills needed to configure,
troubleshoot and manage enterprise networks — switching and
routing, IP services, network assurance and infrastructure security. It
also covers overlay network design with SD-Access and Cisco
Catalyst SD-WAN, and automation and programmability run
throughout.

Wireless left this exam on 19 March 2026. Cisco moved wireless
into a separate CCNP Wireless track built on a new core exam, 350-
101 WLCOR. The wireless modules are still delivered as part of this
camp and are marked on the outline, but they are no longer examined
by 350-401.

EXAM

350-401 ENCOR — Implementing Cisco Enterprise Network Core
Technologies

120 minutes. Cisco does not publish a question count or a pass mark for this
exam, so this sheet does not state one.

The exam counts twice. It is the core exam for CCNP Enterprise,
and on its own it earns Cisco Certified Specialist — Enterprise
Core. Add any one concentration and CCNP Enterprise is
complete.

Wireless left this exam on 19 March 2026. Cisco moved wireless into a separate
CCNP Wireless track built on a new core exam, 350-101 WLCOR, and moved the
ENWLSD and ENWLSI concentrations with it as 300-110 WLSD and 300-120 WLSI.
The wireless modules are still delivered in this camp and are marked on the outline;
they are no longer examined by 350-401. Verified on cisco.com, 1 September 2026.

COMPLETING CCNP ENTERPRISE

CCNP Enterprise takes two exams: this core, plus any one
concentration.

ENCOR 350-401  CORE  +  one concentration → CCNP Enterprise

The current concentrations are 300-410 ENARSI, 300-415 ENSDWI, 300-420 ENSLD,
300-435 ENAUTO, 300-440 ENCC and 300-445 ENNA. ENWLSD and ENWLSI are no
longer CCNP Enterprise concentrations — they moved to the wireless track in March
2026.

TARGET AUDIENCE

Custom exam prep software and materials

Exam delivery in the classroom, with a 98% success rate
Course-specific thinQtank® Learning publications to make the
learning fun and engaging

Extended hours of training, including immersive hands-on exercises

We do not teach the test. We always deliver valuable hands-on
experience

All reading material and study guides sent to you when you register

Every course taught by CCIE expert instructors

Implementation of enterprise LAN networks

A basic understanding of routing

Basic internet usage skills

A basic understanding of Python scripting

Instructor-led training

Immersive live-online training

On-site and custom delivery

Anyone working toward CCNP Enterprise certification

Anyone working toward a Cisco Certified Specialist certification

Engineers involved in the installation and support of enterprise
network architectures

Those who configure, verify and troubleshoot enterprise network
architectures

Network engineers, administrators and technicians
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COURSE OBJECTIVES

On completing this course you will be able to:

COURSE OUTLINE

Illustrate the hierarchical network design model using the access, distribution and core layers

Compare hardware and software switching mechanisms — TCAM and CAM, process switching, fast switching and Cisco Express Forwarding

Troubleshoot Layer 2 connectivity using VLANs and trunking

Implement redundant switched networks using Spanning Tree Protocol

Troubleshoot link aggregation using EtherChannel

Describe the features, metrics and path selection of EIGRP

Implement and optimize OSPFv2 and OSPFv3 — adjacencies, packet types, areas, summarization and route filtering for IPv4 and IPv6

Implement EBGP interdomain routing, path selection, and single and dual-homed networking

Implement network redundancy using HSRP and VRRP

Implement internet connectivity within the enterprise using static and dynamic NAT

Describe the virtualization of servers, switches and other network devices

Implement overlay technologies including VRF, GRE, VPN and LISP

Troubleshoot enterprise networks using NTP, SNMP, Cisco IOS IP SLAs, NetFlow and Cisco IOS Embedded Event Manager

Use the available network analysis and troubleshooting tools, including show and debug, and apply troubleshooting best practice

Configure secure administrative access using CLI access, RBAC, ACLs and SSH, and harden devices against less secure applications such as
telnet and HTTP

Implement scalable administration using AAA and the local database

Describe the enterprise network security architecture — VPNs, content security, logging, endpoint security and personal firewalls

Explain Cisco Catalyst Center Assurance for intent-based networking — network visibility, proactive monitoring and application experience

Describe the Cisco SD-Access solution — nodes, fabric control plane and data plane — and the purpose of VXLAN gateways

Describe the Cisco Catalyst SD-WAN solution: orchestration, management, control and data planes

Describe multicast protocols including IGMPv2/v3, PIM dense and sparse mode, and rendezvous points

Describe QoS concepts and features, and why the enterprise network needs them

Explain basic Python components and conditionals, and write and analyze scripts

Describe network programmability protocols such as NETCONF and RESTCONF

Describe APIs in Cisco Catalyst Center and Cisco Catalyst SD-WAN Manager

Examining Cisco Enterprise Network Architecture01

Cisco Enterprise Architecture Model
Campus LAN Design Fundamentals
Traditional Multilayer Campus Layer Design
Campus Distribution Layer Design
Fabric and Cloud Enterprise Design

Exploring Cisco Switching Paths02

Layer 2 Switch Operation
Control Plane and Data Plane
Cisco Switching Mechanisms
Cisco Express Forwarding Overview

Implementing Campus LAN Connectivity03

Creating a VLAN
IEEE 802.1Q
Inter-VLAN Routing

Building Redundant Switched Topology04

STP Overview
STP Operation
STP Types and Features
Introducing MST
PortFast and BPDU Guard
Enhance STP with Root Guard

Implementing Layer 2 Port Aggregation05

Need for EtherChannel
EtherChannel Mode Interactions
Layer 2 EtherChannel Configuration Guidelines
EtherChannel Load-Balancing Options
Troubleshoot EtherChannel Issues
Describe Policy-Based Routing

Implementing OSPF06

Describe OSPF
OSPF Process
OSPF Neighbour Adjacencies
Building a Link-State Database
OSPF LSA Types
Compare Single-Area and Multi-Area OSPF
OSPF Area Structure
OSPF Network Types
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COURSE OUTLINE CONTINUED

Optimizing OSPF07

OSPF Cost
OSPF Route Summarization
OSPF Route Filtering Tools
Compare OSPFv2 and OSPFv3

Explaining EIGRP08

EIGRP Features
EIGRP Reliable Transport
Establishing EIGRP Neighbour Adjacency
EIGRP Metrics
EIGRP Path Selection
Explore EIGRP Load Balancing and Sharing
EIGRP for IPv6
Compare EIGRP and OSPF Routing Protocols
Configure EIGRP

Exploring EBGP09

Interdomain Routing with BGP
BGP Operations
Types of BGP Neighbour Relationships
BGP Path Selection
BGP Path Attributes

Implementing Network Redundancy10

Need for Default Gateway Redundancy
Define FHRP
HSRP Advanced Features
Cisco Switch High Availability Features

Implementing NAT11

Define NAT
NAT Address Types
Explore NAT Implementations
NAT Virtual Interface

Introducing Virtualization Protocols and Techniques12

Server Virtualization
Need for Network Virtualization
Path Isolation Overview
Introducing VRF
Introducing Generic Routing Encapsulation

Exploring Virtual Private Networks and Interfaces13

Site-to-Site VPN Technologies
IPsec VPN Overview
IPsec: Internet Key Exchange
IPsec Modes
IPsec VPN Types
Cisco IOS VTI

Examining Wireless Deployment Options NOT ON THE EXAM14

Wireless Deployment Overview
Describe Autonomous AP Deployment
Describe Centralized Cisco WLC Deployment
Describe FlexConnect Deployment
Describe the Cloud-Managed Meraki Solution
Cisco Catalyst 9800 Series Controller Deployment Options
Describe Cisco Mobility Express

Examining Wireless AP Operation NOT ON THE EXAM15

Universal AP Priming
Explore the Controller Discovery Process
Describe AP Failover
Explain High Availability
Explore AP Modes

Implementing Wireless Client Authentication NOT ON THE EXAM16

Authentication Methods
Pre-Shared Key (PSK) Authentication
802.1X User Authentication Overview
PKI and 802.1X Certificate-Based Authentication
Introduction to EAP
EAP-Transport Layer Security (EAP-TLS)
Protected Extensible Authentication Protocol
EAP-Flexible Authentication via Secure Tunneling
Guest Access with Web Auth
Describe EAPOL
Initialize Centralized Cisco WLC
Getting Familiar with Cisco WLC GUI

Troubleshooting Wireless Client Connectivity NOT ON THE EXAM17

Wireless Troubleshooting Tools Overview
Spectrum Analysis
Wi-Fi Scanning
Packet Analysis
Cisco AireOS GUI and CLI Tools
Cisco Wireless Config Analyzer Express
Common Wireless Client Connectivity Issues
Client to AP Connectivity
WLAN Configuration
Infrastructure Configuration
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COURSE OUTLINE CONTINUED

Implementing Network Services18

Understanding NTP
Describe PTP
Logging Services
Understanding SNMP
Introducing NetFlow
Understanding Cisco IOS EEM

Introducing Multicast Protocols19

Multicast Overview
Internet Group Management Protocol
Multicast Distribution Trees
IP Multicast Routing
Rendezvous Point

Introducing QoS SELF-STUDY20

Understand the Impact of User Applications on the Network
Need for Quality of Service
Describe QoS Mechanisms
Define and Interpret a QoS Policy

Using Network Analysis Tools21

Troubleshooting Concepts
Network Troubleshooting Procedures: Overview
Network Troubleshooting Procedures: Case Study
Basic Hardware Diagnostics
Filtered Show Commands
Cisco IOS IP SLAs
SPAN Overview
Remote SPAN (RSPAN)
Encapsulated Remote SPAN (ERSPAN)
Cisco Packet Capture Tools Overview

Implementing Infrastructure Security22

Types of ACL
Configure Numbered Access Lists
Use ACLs to Filter Network Traffic
Apply ACLs to Interfaces
Configure Named Access Lists
Control Plane Overview
Control Plane Policing

Implementing Secure Access Control23

Securing Device Access
AAA Framework Overview
Benefits of AAA Usage
Authentication Options
RADIUS and TACACS+
Enabling AAA and Configuring a Local User for Fallback
Configuring RADIUS for Console and VTY Access
Configuring TACACS+ for Console and VTY Access
Configure Authorization and Accounting

Discovering the Basics of Python Programming24

Describe Python Concepts
String Data Types
Numbers Data Types
Boolean Data Types
Script Writing and Execution
Analyzing the Code

Introducing Network Programmability Protocols25

Configuration Management
Evolution of Device Management and Programmability
Data Encoding Formats
Understanding JSON
Model Driven Programmability Stack
Introduction to YANG
Types of YANG Models
Understanding NETCONF
Explain NETCONF and YANG
Understanding REST
Understanding RESTCONF
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COURSE OUTLINE CONTINUED

Explaining Wireless Principles NOT ON THE EXAM26

Explain RF Principles
Describe Watts and Decibels
Describe Antenna Characteristics
Describe IEEE Wireless Standards
Identify Wireless Component Roles
Client Density

Exploring Wireless Roaming and Location Services
NOT ON THE EXAM

27

Wireless Roaming Overview
Mobility Groups and Domains
Wireless Roaming Types
Describe Location Services

Exploring Enterprise Network Security Architecture SELF-STUDY28

Explore Threatscape
Cisco Intrusion Prevention Systems
Virtual Private Networks
Content Security
Logging
Endpoint Security
Personal Firewalls
Antivirus and Antispyware
Centralized Endpoint Policy Enforcement
Cisco Secure Endpoint
Firewall Concepts
TrustSec
MACsec
Identity Management
802.1X for Wired and Wireless Endpoint Authentication
MAC Authentication Bypass
Web Authentication

Exploring Cisco Catalyst Center — Network Automation and
Management SELF-STUDY

29

Cisco Catalyst Center Solution Overview
Functional Areas Overview
NetOps Overview
SecOps Overview
AIOps Overview
DevOps Overview
Inventory Overview
Configuration Management Overview
Onboarding Network Devices
Catalyst Center SWIM
Assurance AIOps Key Features and Use Cases
Assurance AIOps Implementation Workflow

Examining the Cisco SD-Access Solution SELF-STUDY30

Need for Cisco SD-Access
Cisco SD-Access Overview
Cisco SD-Access Fabric Components
Fabric Control Plane Based on LISP
Fabric Data Plane Based on VXLAN
Policy Plane Based on Cisco TrustSec
Role of Cisco ISE and Cisco Catalyst Center in SD-Access
Cisco SD-Access Wireless Architecture
Traditional Campus Interoperating with Cisco SD-Access

Exploring the Cisco Catalyst SD-WAN Solution SELF-STUDY31

Need for Software-Defined Networking for the WAN
Cisco SD-WAN Components and Functions
Orchestration Plane
Management Plane
Control Plane
Data Plane
Programmatic APIs
SD-WAN Analytics
SD-WAN Terminology
Cisco IOS XE and IOS XE SD-WAN Software
Flexible Controller Deployment Options

Introducing APIs in Cisco Catalyst Center and Cisco SD-WAN
Manager SELF-STUDY

32

Application Programming Interfaces
REST API Response Codes and Results
REST API Security
Cisco Catalyst Center APIs
Cisco SD-WAN REST API Overview
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LABS AND DEMONSTRATIONS

EXCLUSIVE LEARNING PACKAGE

Investigate the CAM01

Analyze Cisco Express Forwarding02

Troubleshoot VLAN and Trunk Issues03

Tune STP and Configure RSTP04

Configure Multiple Spanning Tree Protocol05

Troubleshoot EtherChannel06

Implement Multiarea OSPF07

Implement OSPF Tuning08

Apply OSPF Optimization09

Implement OSPFv310

Configure and Verify Single-Homed EBGP11

Implement HSRP12

Configure VRRP13

Implement NAT14

Configure and Verify VRF15

Configure and Verify a GRE Tunnel16

Configure Static VTI Point-to-Point Tunnels17

Configure Wireless Client Authentication in a Centralized Deployment not on
the exam

18

Configure Syslog19

Configure and Verify Flexible NetFlow20

Configure Cisco IOS Embedded Event Manager21

Troubleshoot Connectivity and Analyze Traffic with Ping, Traceroute and
Debug

22

Configure and Verify Cisco IP SLAs23

Configure Standard and Extended ACLs24

Configure Control Plane Policing25

Implement Local and Server-Based AAA26

Write and Troubleshoot Python Scripts27

Explore JSON Objects and Scripts in Python28

Use NETCONF via SSH29

Use RESTCONF with Cisco IOS XE Software30

Comprehensive video training package

Virtual builds of all labs and hands-on learning objectives, so you can keep practicing after the course ends

Post-class ongoing Office Hours events — interactive sessions giving you access to top instructors long after your class finishes

A Cisco-related acronym list to help you with the key terms

Tips & Tricks — from preparing for your course through post-class review

TERMS
© 2026 thinQtank® Global, Inc. All rights reserved. The product or learning materials are
protected by U.S. and intellectual property laws. thinQtank Global, thinQtank Learning and the Q-
Man logo are registered trademarks of thinQtank Global, Inc. in the United States and/or other
jurisdictions. All other marks and names mentioned herein may be trademarks of their respective
companies.

thinQtank Global, Inc. warrants that it will perform these training services in a reasonable manner
using generally accepted industry standards and practices. THE EXPRESS WARRANTY SET
FORTH IS IN LIEU OF ALL OTHER WARRANTIES, EXPRESS, IMPLIED, STATUTORY OR
OTHERWISE INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR
A PARTICULAR PURPOSE WITH RESPECT TO THE SERVICES AND DELIVERABLES
PROVIDED BY THINQTANK GLOBAL, INC., OR AS TO THE RESULTS WHICH MAY BE
OBTAINED THEREFROM. THINQTANK GLOBAL, INC. WILL NOT BE LIABLE FOR ANY
THIRD-PARTY SERVICES OR PRODUCTS IDENTIFIED OR REFERRED TO CUSTOMER. All
materials provided in this training are copyrighted by thinQtank Global, Inc. (“Learning Materials”).
thinQtank Global, Inc. grants the customer of this learning a license to use Learning Materials
strictly for the purpose of facilitating such company's internal understanding, utilization and
operation of the technology covered herein. Except as set forth expressly in the sentence above,
there is no transfer of any intellectual property rights or any other license granted under the terms
of this training.
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