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OUR  LEARN ING  EXCLUS IVE

TRA IN ING  CAMP  FORMAT

thinQtank® Learning delivers this course as a three-day instructor-
led training camp, Monday to Wednesday. The balance of lecture and
lab work is set to suit the group and the delivery method. Contact us
for the schedule covering your dates.

PREREQU IS ITES

TARGET  AUD IENCE

CERT I F ICAT ION

This course supports the Palo Alto Networks Certified XDR Engineer
certification.

Delivery Pearson VUE test center or online proctored

Format Question count, time limit, passing score and fee are
set by Palo Alto Networks in each exam’s official
datasheet; we walk through the current one in class

DEL IVERY  METHODS

COURSE  OVERV I EW

thinQtank® Learning is offering a unique three-day training camp
comprised of three days of instructor-led learning that gives students
the knowledge and skills needed to configure and integrate Cortex
XDR, Palo Alto Networks' extended detection and response platform:
its software components, integrations, XQL, detection engineering,
automation, dashboards and system optimization.

The camp follows the official Palo Alto Networks Cortex XDR:
Security Operations and Integration (PCXDR-SOI) course outline,
with hands-on labs throughout.

This course prepares you for the Palo Alto Networks Certified XDR
Engineer certification.

WHAT  YOU  W ILL  BE  ABLE  TO  DO

EXCLUS IVE  LEARN ING  PACKAGE

Custom exam prep software and materials
Course-specific thinQtank® Learning publications to make the
learning fun and engaging

Hands-on labs on live Palo Alto Networks platforms throughout the
course
We do not teach the test. We always deliver valuable hands-on
experience
All reading material and study guides sent to you when you register
Every course taught by experienced Palo Alto Networks
practitioners
Six months mentoring access to our engineers after the course

A solid understanding of cybersecurity principles, including network
and endpoint security

SOC, CERT and CSIRT engineers and managers
XDR engineers

MSSPs, integrators and security consultants

Instructor-led training

Immersive live-online training
On-site and custom delivery

Explain the roles of agents, XDR collectors, NGFWs and Broker VMs
Query and analyze logs with XQL
Build detection rules and automation workflows

Apply external dynamic lists and indicator rules

PCXDR-SOI reading plan and review guide
XDR Engineer practice exams

Lab guide you keep after the course
Course video recordings for review
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PALO  ALTO  NETWORKS  TRA IN ING  PATHS

Network Security
Firewall, Panorama and Strata Cloud Manager
Network Security Analyst · NGFW Engineer

SASE
Prisma Access, Prisma Browser and Prisma
SD-WAN
SSE Engineer · SD-WAN Engineer

Security Operations
Cortex XDR, XSOAR and XSIAM
XDR, XSOAR and XSIAM Analyst / Engineer

COURSE  MODULES

01 Overview of Cortex XDR

02 Software components

03 Integrations

04 XQL

05 Detection engineering

06 Platform automation

07 System optimization

08 Dashboards and reports

09 Email security

T E RMS

© 2026 thinQtank® Global, Inc. All rights reserved. The product or learning
materials are protected by U.S. and intellectual property laws. thinQtank
Global, thinQtank Learning and the QMan logo are registered trademarks of
thinQtank Global, Inc. in the United States and/or other jurisdictions. All other
marks and names mentioned herein may be trademarks of their respective
companies. Palo Alto Networks, Cortex, Prisma, Panorama and Strata are
trademarks of Palo Alto Networks, Inc.

thinQtank Global, Inc. warrants that it will perform these training services in a
reasonable manner using generally accepted industry standards and
practices. THE EXPRESS WARRANTY SET FORTH IS IN LIEU OF ALL OTHER
WARRANTIES, EXPRESS, IMPLIED, STATUTORY OR OTHERWISE INCLUDING
IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A

PARTICULAR PURPOSE WITH RESPECT TO THE SERVICES AND
DELIVERABLES PROVIDED BY THINQTANK GLOBAL, INC., OR AS TO THE
RESULTS WHICH MAY BE OBTAINED THEREFROM. THINQTANK GLOBAL, INC.
WILL NOT BE LIABLE FOR ANY THIRD-PARTY SERVICES OR PRODUCTS
IDENTIFIED OR REFERRED TO CUSTOMER. All materials provided in this
training are copyrighted by thinQtank Global, Inc. (“Learning Materials”).
thinQtank Global, Inc. grants the customer of this learning a license to use
Learning Materials strictly for the purpose of facilitating such company's
internal understanding, utilization and operation of the technology covered
herein. Except as set forth expressly in the sentence above, there is no
transfer of any intellectual property rights or any other license granted under
the terms of this training.
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